Allstate.

You're in good hands.

AES Apprentice — Cybersecurity (REMOTE)
Job Description

About the Team
The world isn’t standing still, and neither is Allstate. We’re moving quickly, looking across our
businesses and brands and taking bold steps to better serve customers’ evolving needs. That’s
why now is an exciting time to join our team. You'll have opportunities to take risks, challenge the
status quo and shape the future for the greater good. You’ll do all this in an environment of
excellence and the highest ethical standards — a place where values such as integrity, inclusive
diversity and accountability are paramount. We empower every employee to lead, drive change
and give back where they work and live. Our people are our greatest strength, and we work as
one team in service of our customers and communities.

Everything we do at Allstate is driven by a shared purpose: to protect people from life’s
uncertainties so they can realize their hopes and dreams. For more than 89 years we've thrived
by staying a step ahead of whatever’s coming next — to give customers peace of mind no matter
what changes they face. We acted with conviction to advocate for seat belts, air bags and
graduated driving laws. We help give survivors of domestic violence a voice through financial
empowerment. We've been an industry leader in pricing sophistication, telematics, digital photo
claims and, more recently, device and identity protection. We are the Good Hands. We don’t
follow the trends. We set them.

About the Role

Want to work in your field and train on the job? Join our 12-24-month apprentice program!
You will earn and learn on the job, receive career guidance and mentorship, all while
attending school. Allstate will also provide tuition assistance and hands-on training in the
field of cybersecurity

The program will start August 2023.

Think that working in the insurance field can’t be exciting, rewarding and challenging? Think
again. You'll help us reinvent protection and retirement to improve customers’ lives. Allstate will
help you make an impact with our training and mentoring offerings. Here, you’ll have the
opportunity to expand and apply your skills in ways you never thought possible. And you’ll have
fun doing it! Join a company of individuals with hopes, plans and passions, all using and
developing our talents for good, at work and in life.

Job Responsibilities:

e Developing an understanding of the business and technical needs for assigned area;
assisting with tasks in support of development, communication and execution of
programs and processes that provide guidance and promote cybersecurity risk
awareness and management in alignment with operational needs

e Acquiring skills and assists with tasks in support of evaluating/testing systems and
applications for potential and known vulnerabilities



e Monitor computer networks for security issues

e Assist colleagues to install security software and understand information security
management

¢ Research security enhancements and make recommendations to management

What we need to see from you:

e Pursuing an associate degree in Computer Science, Management information System,
Information Technology or related field and can also work around class schedule

e Passion for cybersecurity subjects including penetration testing, vulnerability
management, threat intelligence, incident handling

e Consistent track record of strong academic performance

e Critical Thinking, Analytical and Problem-Solving Skills

¢ Communication and Interpersonal Skills

e Curiosity and a desire to continuously learn

o Demonstrated teamwork and collaboration in a professional setting; either military or
civilian

e Experience or coursework in web development or programming

o MS Office proficiency

Supervisory Responsibilities: This job does not have supervisory duties.
Compensation:

As an Apprentice, you will work between 20-30 hours per week at a rate of $22.38/hour. Benefits
are available.

Page 2 of 2



